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China, State Secrets, and the Case of Xue Feng: the
Implication for International Trade
Sigrid Ursula Jernudd*
Abstract
In April 2010, the People's Republic of China revised its Law on Guarding State
Secrets (State Secrets Law). In addition, the State-Owned Assets Supervision and
Administration Commission (SASAC) issued Interim Regulations in March 2010 making
it clear that the power to make determinations with regard to possible state secrets in the
Central State-Owned Enterprises (Central SOEs) lies with those enterprises, while
simultaneouslyproviding very littleguidance as to exactly what should constitute a state secret.
This broad discretion is likely to cause seriousproblemsforforegn enterprises operating
in conjunction with the CentralSOEs. This Comment uses as an example on the case of Xue
Feng, an American citiZen who was convicted in July 2010 for violating an earlier version of
the State Secrets Law after purchasing what he believed was a freely available commercial
database. Because of the burden this places on the ability to do business in China,particularly
given the vagueness and lack of transparency in state secret determinations, this Comment
argues that the State Secrets Law, despite its revisions, violates numerous provisionsfound in
China's accession to the World Trade OrganiZation,and as such ought to be challenged.

Table of Contents
310
I. Introduction..................................................
...... 312
.........................
II. China's Obligations in the WTO
III. China's Central State-Owned Enterprises Under the State Secrets Law ....316

BA 2007, University of Pennsylvania; JD Candidate, 2012, The University of Chicago Law
School. The author would like to thank her mother, Sharon Mann, for her advice and support
both with this comment and generally, and the CJIL staff and editorial board for their help and
suggestions.

309

ChicagoJournalofInternationalLaw

A. The Central State-Owned Enterprises.........................316
B. The State Secrets Law.....................
................ 317
C. Central SOEs and State Secrets................
.............. 321
......... 322
D. State Secrets and the Case of Xue Feng...............
IV. The State Secrets Law Violates the WTO.............
........... 323
A. National Treatment......................................323
B. Transparency...........................................326
C. Judicial Review..........................................328
D. State-Trading Enterprises....................
.............. 330
E. Uniform Administration of Laws.............................332
V. The State Secrets Law is Not Permissible Under the WTO Exceptions.
334
A. The State Secrets Law Should Not Be Allowed Under the Security
Exception................................................
334
B. The State Secrets Law Can Be Rewritten to Protect Both China's Interests
and Business Operating in China...............................
337
1. China Could Improve the Administrative Validity of the State Secrets
Law..................................................
337
2. China Could Improve the Implementation of the State Secrets Law ...338
V. Conclusion
..............................................
339

I. INTRODUCTION
China's accession to the World Trade Organization (WTO), completed in
December 2001, was a long and drawn out process, concluding with China's
promises to undertake serious changes in its economic system. These promises
include significant market access commitments, sometimes according China less
than most-favored nation (MFN) treatment.' China also agreed to undertake
reform to bring its legal system in line with "market economy-based
international legal standards," including "non-discrimination, transparency and
predictability, fair competition, uniform and impartial administration of laws,
and judicial review.",2 To achieve these goals, China agreed to revise existing
domestic laws to bring them into full compliance with WTO obligations.'

I See Karen Halverson,
2

D

China's WTO Accession. Economic, ILegal and PoliticalImplications, 27 BC Intl &
Comp L Rev 319, 332 (2004).
See Jiangyu Wang, The ule of Law in China: A Realstic View of the jurisprudence, the Impact of the
iTO, and the ProWpectsfor Future Developmenl 2004 Singapore J L Stud 347, 374 (2004).
See Donald C. Clarke, China's Legal System and the W O: ProspectsforComplance, 2 Wash U Global
Stud L Rev 97, 100 (2003); World Trade Organization, Report of the Working Pary on the Accession of
Chinab 67, WTO Doc No WT/ACC/CHN/49 (Oct 1,2001) (Working Party Reporn.
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The nine years since China's WTO accession have not been without their
challenges. Since China became a member, twenty-one cases have been filed
with the WTO naming China as respondent, regarding issues as diverse as
automobile parts imports, financial services, and the distribution of audiovisual
entertainment.4 Because so many years have passed since its accession, China is
now being held accountable as a "mature participant" in the WTO system, with
obligations matching its status.s However, China's trading partners-for
instance, the US and the European Commission-do not yet believe that China
is fully WTO-compliant, and the WTO itself has also raised some areas of
concern through its Trade Policy Review (TPR) process.' At the root of these
problems is "China's pursuit of industrial policies that rely on excessive, tradedistorting government intervention intended to promote or protect China's
domestic industries and state-owned enterprises," leftovers from its days as a
non-market economy.
One area of concern with regard to the State-Owned Enterprises is China's
legislation concerning state secrets. The State Secrets Law-which is extremely
vague and opaque-makes it a crime to be involved in the distribution of
anything considered a "state secret," including through the State-Owned
Enterprises.! This not only makes it more difficult to do business in China, but it
also poses a direct threat to employees of foreign enterprises who are ethnically
Chinese, regardless of where they hold citizenship, through the possible
application of criminal sanctions for ordinary business activities. The case of
Xue Feng, a naturalized American citizen from China who is currently serving
an eight-year prison term for signing a purchase order on behalf of his employer,
IHS, Inc, for what he believed was a freely available commercial database, is one
4

See
World
Trade
Organization,
Disputes
by
county/territoy,
online
at
http://www.wto.org/english/tratope/dispu-e/dispuby-country-e.htm#chn
(visited Jan 27,
2011).

s

See United States Trade Representative, 2010 Report to Congress on China's WTO Compance, 2 (Dec
2010), online at http://www.ustr.gov/webfmsend/2460 (visited Jan 27, 2011) ("2010 Report").

6

See generally World Trade Organization, Trade Policy Review Body, Trade Poldy Retiew Report by
the Secretaiat:China, WTO Doc No WT/TPR/S/230 (Apr 26, 2010) (providing a summary of the
issues raised in China's trade review). See also European Commission-Trade, China (Dec 21,
at
http://ec.europa.eu/trade/creating-opportunities/bilateral2010),
online
relations/countries/china/#_studies (visited Feb 7, 2011) (summarizing China's trading
relationship with the European Union, including some of the concerns that it currently has with
regard to WTO compliance).

7

See 2010 Report at 2 (cited in note 5).

8

See Mitchell A. Silk, Testimony before the U.S.-China Economic and Security Review Commission Hearing
on "China'sInformation ControlPracicesand the Impkcationsfor the United States" (US-China Economic
online
at
30,
2010),
June
Review
Commission,
Security
and
http://www.uscc.gov/hearings/2010hearings/written testimonies/10_06_30_wrt/10-06-30-sil
k_statement.php (visited Jan 29, 2011) ("Silk Testimony").
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illustration of the dangers of this law.' In its application and design, the State
Secrets Law violates a number of major WTO principles, though China is likely
to argue that it is subject to the security exception and therefore beyond the
WTO's reach. Beyond its importance to business and trade, the State Secrets
Law has a wide-ranging and problematic impact on human rights and the
development of Chinese rule of law in general.' 0
To conduct an analysis of the problems posed by the State Secrets Law,
this Comment begins by outlining the broader concepts underlying China's
WTO obligations and the design and application of the State Secrets Law. It
then examines what provisions of the GATT and the Accession Documents the
State Secrets Law violates. Finally, this Comment addresses the security
exception found in the WTO, which China could use to argue against review of
its application of the State Secrets Law.
II. CHINA'S OBLIGATIONS IN THE WTO
When China acceded to the WTO, it agreed to the series of documents
forming the basic WTO commitments. The basic WTO trade rules are made up
of the Uruguay Round agreements, which encompass the General Agreement on
Tariffs and Trade (GATIT) (governing goods), the General Agreement on Trade
in Services (GATS) (governing services), and the Trade-Related Aspects of
Intellectual Property Rights (TRIPS) (governing intellectual property), as well as
a number of other extra annexes and agreements." In addition, China made
certain exceptional commitments through the Accession Documents. 2 The first
of these is through the Accession Protocol, which is an "integral part" of its
WTO agreements.13 The second is the Working Party Report, which kept a
record of the process and main issues in the WTO negotiations, some but not all
of whose provisions are binding. 14
9

10

11

12
13
14

See Michael Wines, Geologist's Sentence is Quesdoned, (NY Times, July 5, 2010), online at
http://www.nytimes.com/2010/07/06/world/asia/06china.html?_r=1&ref=jonmhuntsmanjr
(visited Feb 7, 2011).
For a general discussion, see Human Rights in China, State Secrets: China's LegalLadyrinth, online at
http://hrichina.org/public/contents/article?revisionid=41506&item-id=41421 (visited Feb 3,
2011).
See
World
Trade
Organization,
Overiew:
a
navgational guide,
online
at
http://www.wto.org/english/thewto-e/whatis-e/tif e/agrml_e.htm (visited Jan 26, 2011).
See Julia Ya Qin, "lVTO-Plus" Obhgations and Their Imp cationsfor the World Trade OrganiZationLegal
System, 17 J World Trade 483, 483 (2003).
World Trade Organization, Protocol on the Accession of the People's Republic of China, Art 1:1(2), WTO
Doc No WT/L/432 (Nov 23, 2001) ("Accession Protocol").
See Working Party Report (cited in note 3). Together, the Accession Protocol and the Working
Party Report are referred to as the Accession Documents.
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The Accession Documents are unique in that they "significantly revise" the
WTO rules of conduct for China through a series of "WTO-plus" obligations."
The WTO-plus obligations govern: "(1) transparency, (2) judicial review, (3)
uniform administration, (4) national treatment, (5) foreign investment, (6)
market economy, and (7) transitional review." 6 In certain areas, they impose
provisions and obligations that go beyond those found in the GATT. 7 In fact,
the Chinese obligations go far enough that some academics in the region have
taken exception to the agreements, arguing that they are deeply unfavorable to
China.' 8
Any consideration of China's ability to meet its obligations under the WTO
must consider the goals of the world trading order as a whole for China's
accession and for the future development of the WTO. China's accession has
been an opportunity both for foreign nations and their investors-who
theoretically gain access to a large and growing market-and for China itself,
solidifying its central position in the world economy.
China's accession to the WTO was "part of a larger strategy of massive and
fundamental economic reform [in China]." 9 The country was given the
opportunity for greater integration into the world economy and, in exchange,
required to make a push to improve its own domestic regulations and address
transparency concerns, especially where related to foreign investment or trade.20
China also voluntarily opened itself up to more than economic change-as the
Honorable Xiao Yang, Chief Justice and President of the Supreme People's
Court explained, China "publically proclaimed to the world that [it] would adopt
the rule of law as [its] governance strategy." 2' This does need to be balanced
with the risks that China assumed by forcing its economic transition and the
costs of social change accompanying these adjustments, in particular when it
came to the State-Owned Enterprises (SOEs), a major source of employment. 22

16

See Qin, 17 J World Trade at 483 (2003) (cited in note 12).
Id at 491.

17

See id at 500 (comparing national treatment under the GAIT and the Accession Protocol).

18

See, for example, Xiaohui Wu, No Longer Outside, Not Yet Equal Rethinking China's Membershp in the
World Trade Organization,10 Chinese J Intl L (2011) (accepted for publication).

19

See Clarke, 2 Wash U Global Stud L Rev at 97 (cited in note 3).
See Du Xingli, Stepping Towards FairCompetition - Low Proteting Foregn Investments, in Cai Dingian
and Wang Chenguang, eds, China'sJourney Toward the Rule of Low: Legal Reform, 1978-2008 389, 393
(Koninklijke 2010).
See Wang, 2004 Singapore J L Stud at 369 (cited in note 2), quoting Hon. Xiao Yang, Economic
Development andLega/Evolution in China (speech delivered by the Chief Justice and President of the
Supreme People's Court of PRC at the Singapore Academy of Law on Sept 2, 2003).
See Hui Feng, The Poltics of China's Accession to the World Trade OrganiZation:The dragon goes global 2

1s

20

21

22

(Routledge 2006).
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The accession also opened up economic policymaking to the influence of a
number of actors outside of the strong central government, including not only
the WTO itself but also nongovernmental agencies and other multilateral
actors.23

There are actions that China can take to mitigate the changes the WTO
requires of it, while staying within the boundaries of WTO law. The strongest of
these is the national security exception, which is found in the WTO documents,
including GATT and the Accession Documents. 24 There has been some debate
as to the strength of the security exception, with some going as far as to argue
that it would preclude WTO review altogether, though there is a lack of clear
precedent on the issue. 25 Security concerns were raised during the accession
21

process in an effort to avoid the competition that WTO accession would bring.
These arguments are especially powerful as they tap into a general "widespread
fear" of social unrest and a loss of Chinese sovereignty. 27 China has brought up
security concerns in a number of contexts to shield Chinese enterprises, and so
would presumably not hesitate to bring up this exception.2 8
China's security claims fit into broader concerns regarding its willingness to
comply with certain of its WTO obligations that connect fundamentally to its
conception of the state's role in the world trading order. 29 The Chinese
government has been accused of "quite deliberately subordinat[ing] the interests
of foreign businesses to those of local development."3 0 This is part of a broader
picture of a movement away from continuing integration with the trading order

2
24

25

26

See id at 160.
See GAT, Arts X(1) and XXI (governing the protection of confidential information where there
is a legitimate interest at stake and protecting essential security interests, respectively); Accession
Protocol, Art I:2(C)(2) (providing exceptions to the transparency regime where national security is
implicated). See, for example, Working Party Report $T 158, 230 (cited in note 3).
See Rene E. Browne, Note, Revisiting "National Security" in an Interdependent World: the
GATT Article XXI Defense After Helms-Burton, 86 Geo L J 405, 412-13 (1997).
See Margaret Pearson, The case of China's accession to GATT/ WTO, in David Lampton, ed, The
Making of Chinese Foreign and Security Pofcy in the Era of Reform, 1978-2000, 36243 (Stanford 2001)
(describing lobbying efforts by the telecommunications industry focusing on security concerns).

27

See id at 363.

28
29

See, for example, 2010 Report at 60, 69 (cited in note 5) (discussing investment in key sectors and
foreign investment).
See Thomas M. Hout and Pankaj Ghemawat, China is The World: Whose Technology Is It?, 88 Harv
Bus Rev 94, 101 (2010) (explaining the differences in the view of international trade between
China and the US, in particular China's focus on "regain[ing] its global leadership").

3o

Pitman B. Potter, The legal Implcations of China'sAccession to the WTO, 167 The China

Q 592, 593

(2001).
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established by the WTO." More optimistic scholars believe that China
recognizes the advantages that the trading order provides, and will emerge as a
"champion" of the WTO, or at least stay within its liberal international rules.32
However, China remains subject to the dispute settlement process
established in the WTO. While the recognition of the advantages provided by
following WTO laws provides some incentive for governments to act
appropriately, the dispute settlement process provides a blunt-edge sword in
areas where this may fail.33 There are a number of stages to work through before
a country is found in violation of the WTO, involving a period of consultation, a
full panel process, and the opportunity for appeal.34 After a final decision is
reached, the losing party must comply within a "reasonable time;" if not, trade
sanctions are available, though they have rarely been used." These formal and
informal mechanisms provide an external means of enforcement of WTO trade
obligations.
Because of the major changes that it involves, China's accession-the most
complex in the history of the WTO-challenges the basic fundamentals of the
trading system.3 6 The WTO needs to be flexible enough to avoid stress that
would damage the organization while discouraging China and other states from
adopting policies that would prevent movement away from furthering its goals.3 7
At the most basic level, this involves the promotion of free trade and the

31

32

See C. Fred Bergsten, A Partnership of Equals: How Washington Should Respond to China's Economic
Challenge, 87 Foreign Aff 57, 58-59 (2008).
See G. John Ikenberry, The Rise of China and the Future of the West: Can the LiberalSystem Survive?, 87
Foreign Aff 23, 32 (2008) ("The evolution of China's policy suggests that Chinese leaders
recognize these advantages: as Beijing's growing commitment to economic liberalization has
increased the foreign investment and trade China has enjoyed, so has Beijing increasingly
embraced global trade rules.").

33

See Brendan Ruddy, Note, The CriicalSuccess of the IVTO: Trade Policies of the Current Economic Cisis,
13 J Intl Econ L 475, 490-94 (2010) (listing mechanisms that helped prevent protectionist policies
during the last economic crisis that would have violated WTO trade laws).

34

See World Trade Organization, Understanding the WTO: Settng Disputes - A Unique Contribution,
online at http://www.wto.org/english/thewto-e/whatis_e/tif e/disple.htm (visited Feb 22,
2011).

3s

See id; Steve Charnovitz, Rethinking WITO Trade Santions, 95 Am J Intl L 792, 794, 805--07 (2001)
(explaining that, "of the forty-three disputes in which a defendant government was judged in
violation, only two have led to trade sanctions," and outlining the growing acceptance of
sanctions in the WTO process).
See Alan W. Wolff, The Asian Question:IntegrationofEastAsia Into the World Economy, 3 UCLA J Intl
L & Foreign Aff 43, 54 (1998).

36

37

See Brett Williams, The Influence and Lack of Influence of Principks in the Negotiaionfor China'sAccession
to the World Trade OrganiZation,33 Geo Wash Intl L Rev 791, 793 (2001).

Summer 2011

315

ChicagoJournalof InternationalLaw

avoidance of undue economic governmental interference." It also involves a
recognition that countries are obliged to exercise their sovereignty according to
WTO commitments they have made in return for receiving all the advantages of
free participation in the world trading community." A failure to properly balance
these principles with respect to China could seriously damage the credibility and
undermine the purposes of the WTO.
III. CHINA'S CENTRAL STATE-OWNED ENTERPRISES UNDER
THE STATE SECRETS LAW
A. The Central State-Owned Enterprises
The WTO negotiations addressed China's SOEs extensively, as they were
recognized as a possible barrier to full WTO cooperation even before the
accession process began." The SOEs are a category of State-Trading Enterprises
(STEs)." Like any other enterprise granted special privileges by the government,
the SOEs may be operated to "create serious obstacles to trade" in violation of
GATT Article XVII:3, which allows some exceptions for special developmental
needs.42 This is combined with the Chinese bureaucracy's general distrust of
private companies in particular, which leads to a more difficult business
environment for foreign firms that may be singled out for unfair treatment. 43 It
also continues despite some reform of the Central SOEs, which are centrally run
and typically larger enterprises, including a considerable consolidation and
thinning of their ranks in order to improve corporate structure." The Central

3

See Jeffrey L. Gertler, The Process of China's Accession to the World Trade OrganiZation, in Frederick M.
Abbott, ed, China in the World Trading System: Defining the Princaples of Engagement 65, 68 (Kluwer
1998).

3

See World Trade Organization, Report of the Appellate Body, Japan - Taxes on Alcohoc Beverages
15, WTO Doc No WT/DS8/AB/R (Nov 1, 1996).

4

See Working Party Report 11:6 (cited in note 3); Gary Hufbauer, China as a Economic Actor on the
World Stage: An Overview, in Frederick M. Abbott, ed, China in the World Trading System: Defining the
Prinalesof Engagement 47, 50 (Kluwer 1998).
An STE is a "commercial entit[y] usually owned by the state which [is] authorized to conduct
international trade." Walter Goode, World Trade Organiation-Diionagof Trade Pohig Terms 401
(Cambridge 5th ed 2007).
See Julia Ya Qin, WTO Regulation of Subsidies to State-Owned Enterprises (SOEs)-A Critical

41

42

Appraisal of the China Accession Protocol, 7 J Intl Econ L 863, 869 (2004).
43

See Christopher Duncan, Out of Conformity: China's Capacity to Implement World Trade
Organization Dispute Settlement Body Decisions After Accession, 18 Am U Intl L Rev 399, 42324 (2002).

44

See Hao Yan, China to cut central SOEs to 30-50 in 5yrs, (China Daily, Nov 1, 2010), online at
http://www.chinadaily.com.cn/bizchina/2010-11/01/content_11485527.htm
(visited Dec 21,

316

Vol. 12 No. 1

China, State Secrets, and the Case ofXue Feng

Jernudd

SOEs "enjoy monopolistic status" in sensitive and important areas of the
economy, "including oil and gas; minerals and power generation; banking and
insurance; telecommunications and transportation; as well as aerospace and
defense." 45 The Central SOEs are governed by the State-owned Assets
Supervision and Administration Commission of the State Council (SASAC),
which "performs investor's responsibilities, supervises and manages the stateowned assets of the enterprises, and ... enhances the management of the stateowned assets."' This gives SASAC a good deal of control over the Central
SOEs.
B. The State Secrets Law
The Law of the People's Republic of China on Guarding State Secrets was
first passed in 1989 (1989 Law), replacing provisional regulations that were
developed in 1951.47 The National People's Congress Standing Committee then
passed a revised version of the Law on the Protection of State Secrets on April
29, 2010 (Revised Law)." Where the version of the law does not make a
substantive difference to the analysis, and, as a result, there is no need to
distinguish between the two, this Comment will simply refer to the State Secrets
Law. State controlled media listed two main reasons for the changes in the law.
First, it was developed in response to the challenges posed by Internet

2010); Xinqiang Sun, Foreword: Reform of China's State-owned Enterprises: A Legal Perspetive, 31 St
Mary's LJ 19, 21 (1999).
45

46

See Willy Lam, China SOEs a Target of Hu-Wen's 'qnclusive Growth"? (The Jamestown Foundation,
Jan
14,
2011),
online
at
http://www.jamestown.org/programs/chinabrief/single/?tx ttnews[tt-news]=37367&tx-ttnews
[backPid]=25&cHash=6476acd0a9 (visited Jan 26, 2011). See also State-owned Assets
Supervision and Administration Commission of the State Council (SASAC), the People's
Republic
of
China,
Central
SOEs,
online
at
http://www.sasac.gov.cn/n2963340/n2971121/n4956567/4956583.htmi
(visited Jan 6, 2011)
(providing a list of China's Central SOEs, though the list was already slightly out of date at the
time of writing given recent SOE consolidation).
See State-owned Assets Supervision and Administration Commission of the State Council
(SASAC), the People's Republic of China, Main Functions and Responsibities ofSASAC, online at
http://www.sasac.gov.cn/n2963340/n2963393/2965120.html (visited Jan 26, 2011).

47

48

See Congressional-Executive Commission on China, Law of the People's Republic of China on Guarding
State Secrets, online at http://www.cecc.gov/pages/newLaws/protectSecretsENG.php (visited Jan
29, 2011) (providing a translation into English) ("1989 Law").
See Congressional-Executive Commission on China, National People's Congress Standing Committee
Issues
Revises
State
Serets
Law
(May
20,
2010),
online
at
http://www.cecc.gov/pages/virtualAcad/index.phpd?showsingle=140456 (visited Jan 29, 2011)
("National People's Congress").
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information security. 49 Second, it was developed to reduce arbitrary and
confusing decisions in both defining and releasing state secrets, in particular due
to the actions of lower level decision-makers.so
There are two key provisions that apply to the classification of a state
secret. Article 2 provides a broad definition of what can be considered a state
secret. In the 1989 Law, state secrets were defined as "matters that have a vital
bearing on state security and national interests."s' In the same article of the
Revised Law, this definition is actually broadened somewhat, as the language
requiring a "vital bearing" has been removed so that the clause simply reads
"matters that relate to state security and national interests."5 2 In both versions of
the Law, the state secret must be specified according to "legally defined
procedure." Finally, the number of people with access to the information at
issue must be limited, and the language in the Revised Law was narrowed
somewhat, from "entrusted to a limited number of people for a given period of
time" to "restricted to a defined scope of personnel within a defined period of
54
time.
A list of specific categories of what can be deemed a state secret is
provided in Article 9 of the Revised Law, updating the list found in Article 8 of
the 1989 Law. This list governs areas in policy decisions, national defense and
the armed forces, foreign relations, national economic and social development,
science and technology, and state security and criminal offenses that relate to
and could harm "state security and national interests." 5 The Revised Law did
remove the word "include" (baukuo) before the description of the list. 6 This
term generally signifies in Chinese legislation that it is not meant to be
exhaustive, and so the removal of baukuo could be seen as a positive
development." However, like the 1989 Law, the Revised Law also provides a
catch-all provision for information that does not fall into the above category,
49

See Wei Minli, Zou Wei and Wei Wu, PRC Experts: Revised State Secrts Law Meets Requirments
(Xinhua, Apr 29, 2010).

5

See id.

51

1989 Law, Art 2.
See Congressional-Executive Commission on China, Law on the Protection of State Secrets (CECC
Partial
Translation
and
Chinese
Text),
Art
2,
online
at
http://www.cecc.gov/pages/virtualAcad/index.phpd?showsingle=140200 (visited Jan 29, 2011)
("Revised Law").

52

5

See id; 1989 Law, Art 2.

54
55

See 1989 Law, Art 2; Revised Law Art 2 (emphasis added).

5

See Timothy A. Gelatt, The New Chinese State Secrets Law, 22 Cornell Intl L J 255, 259-60 (1989)
(providing a description of the 1989 Law).

57

See id.

See Revised Law, Art 9.
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and simply covers "other secret matters" as determined by the "department
administering and managing the protection of state secrets."ss This fails to
improve one of the major sources of uncertainty in the 1989 Law.
Foreign scholars have raised serious doubts as to the actual effect of the
revisions to the State Secrets Law on improving transparency and accountability.
Chinese scholars claim that the Revised Law will lead to a reduction in the
number of state secrets and "boost government transparency," especially as it
narrows the agencies that can mark state secrets and provides greater penalties
for improper classification.o However, with regard to the claimed narrowing of
the scope of the State Secrets Law, in particular, the changes have been called
"more apparent than real" given the broad classifications that are still
permitted." Other measures, such as the punishments permitted for the
misclassification of information as secret, are not as helpful as they may appear
given that they only apply if there are "serious consequences"-unlikely to
include the mere "concealment of public information."6 2 There is some hope in
the limitations placed on who can classify a state secret; however, it is unclear
how much difference this will make without effective judicial review. This also
may be counterbalanced by a "more robust set of legal responsibilities and
penalties" for the failure to classify information a state secret.6 4
The penalties for violating the State Secrets Law are found in the Chinese
Criminal Law, which also defines the particular offenses. The most serious
offense is that of "stealing, spying to obtain, buying, or unlawfully supplying"
state secrets to "an organ, organization, or individual outside the territories of
China," which, if done with subjective intent to deal with a state secret, will be
punished with anything between five years imprisonment and the death penalty,
depending on the seriousness of the circumstances of the crime. Unlawfully
acquiring state secrets, either through "stealing," "spying," or "buying," which
58

s9
60

61

See Revised Law, Art 9(7); 1989 Law Art 8(7).
See Gelatt, 22 Cornell Ind LJ at 260 (cited in note 56).
See, for example, Li Huizi and Cheng Zhuo, China narrows definition of "state secrets"
to boostgovernment
transpareng
(Xinhua,
Apr
29,
2010),
online
at
http://news.xinhuanet.com/english2010/china/2010-04/29/c_13272939.htm
(visited Jan 29,
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does not have a mens rea specified, carries penalties of up to three years, or in
more serious cases, of three to seven years.66 Similar punishments follow for the
crime of divulging state secrets, which can be done with "subjective intent" or
merely by fault.67 Because the penalties are so serious for violations of the State
Secrets Law, in some cases involving foreign corporations, charges have been
reduced to trade or commercial secrets violations, which carry less serious
penalties.6 1 This was seen in the case against the Australian mining giant Rio
Tinto.6 ' There, four employees of Rio Tinto were prosecuted and sentenced to
up to fourteen years in prison following the corporation's recent decision to
reject a major $19.5 billion investment from the Aluminum Corp of China
(Chinalco), and accompanied speculation that the arrests were a warning from
the central government following tough negotiations over iron ore prices. 70
Prosecutions under the State Secrets Law are particularly challenging for
defendants given the provisions in the Criminal Procedure Law applied to these
crimes. Any "[e]vidence involving state secrets shall be kept confidential."
While ordinary criminals are permitted to appoint a lawyer without any
restrictions, suspects accused of violating the State Secrets Law are required to
"obtain the approval of the investigation organ" first, and defense attorneys
must again obtain approval before meeting with the suspect.72 Finally, cases
involving state secrets shall not be heard in public.73 The closed nature of the
trial is explicitly provided in Supreme People's Court legislation passed in 2007
specifying that, "state secrets and secrets of judicial work shall be strictly kept,
and the parties' private affairs and commercial secrets shall be protected
according to law." 74
66
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C. Central SOEs and State Secrets
The determination of what is a state secret, as opposed to a commercial
secret, in the context of the SOEs is regulated by SASAC, which released a
circular providing Interim Regulations on the commercial and state secrets in
March 2010, stressing the "high importance" of the protection of commercial
secrets. Even this document does not provide much guidance on the definition
of a "state secret" within the context of the Central SOEs, merely stating that,
"[w]here the operational information and technical information of Central SOEs
falls into the scope of state secret, such information shall be protected as a state
secret according to the related laws."7 The definition of a "commercial secret" is
extremely broad, and covers a wide variety of operational information.77 It is also
slightly unclear as to why the Interim Regulations need to exist through a
measure applicable only to SOEs, given the fact that the State Secrets Law
already covers commercial matters. These regulations are designed to interact
with the Revised Law on state secrets.
While there has been some dispute as to the extent to which ordinary
business information is a state secret under the Interim Regulations, it is evident
that at the very least the Central SOEs do not only have the power but also the
obligation to make the determination of what constitutes a state secret.o The
Interim Regulations establish that the Secrecy Committee within the Central
of part of Stern Hu of Rio Tinto's trial for commercial secrets violations), citing The Supreme
People's Court of the People's Republic of China, Several Opinions on Strengthening the Work of

People's Courts in Holding Public Tials, Art 3 (2007).
7

76

7
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http://www.pek.britcham.org/web/download.php?path=/userfiles/image/12761433394670.556
0630978431262.pdf&filename=Forum Article (visited Jan 30, 2011) ("Interim Regulations").
See id at Art 3.
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subject to the protection measures of Central SOEs."
See 2010 Report at 61 (cited in note 5).
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in accordance with the Law of the People's Republic of China on Guarding the State Secrets . .
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SOE is responsible for the regulation of "secret protection," and that, within
their scope, the "technology, legal and intellectual property departments shall be
responsible for the protection and management of commercial secret[s]."'l The
regulations also state that, "[w]here the commercial secret of [the] central SOEs
is upgraded to be [a] state secret due to the adjustment of the scope of state
secret, such information shall be recognized as state secret according to legal

procedures." 8 2
D. State Secrets and the Case of Xue Feng
The potential dangers for foreign business-in particular for employees
who are either local Chinese workers, or who hold foreign citizenship but are of
Chinese origin-under the operation of both the 1989 Law and the Revised Law
governing state secrets are best illustrated in how the regulations have been
imposed thus far. The most striking example of the application of this law and
its impact on foreign business is the case of Xue Feng, a naturalized American
citizen who was convicted and sentenced to eight years imprisonment for
violating the State Secrets Law, and subjected to numerous human rights abuses
while awaiting trial.8 3 Xue Feng was charged under the 1989 Law, as the
revisions did not come into effect until October 2010, after his trial. However,
there is no reason to believe that the revisions would have had any impact on his
case. He purchased a database of oil and gas information that was deemed to be
unprotected; however, after its purchase and conveyance to the US, China
determined that the material was a state secret.84 The database is still available
through IHS, Inc, the American corporation that employed Xue Feng until
shortly before his arrest.s Much of the information in the database is publically
available and necessary for basic due diligence work for businesses involved with
the Central SOEs." Further, Xue Feng was not provided a number of
substantive rights; not only was he denied an attorney for over a year and the
ability to have either American officials or his family in attendance at the trial,
but the court postponed the decision as long as possible, perhaps, some have

81
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speculated, because it was awaiting clarification from the central government.
Xue Feng has not yet been released, despite continuing pressure from American
officials, and his conviction was recently affirmed." In a worrying trend, he is
the last in a long line of ethnic Chinese with foreign citizenship who have been
arrested on charges of state secrets for work related to natural resources, finance,
and other sensitive areas." These employees are the "most vulnerable to
prosecution" under these laws, and foreign companies have already started to
alter their research policies and behavior in response." It is also important to
note that there is a risk of this chilling the behavior of Chinese nationals,
potentially making them less likely to share information with foreign business
out of a fear of arrest.9'
IV. THE STATE SECRETS LAW VIOLATES THE WTO
The State Secrets Law-both in its new and revised versions-violates key
provisions of the WTO. These include requirements regarding National
Treatment, Transparency, Judicial Review, State-Trading Enterprises, and the
Uniform Administration of Laws.
A. National Treatment
National Treatment is a core WTO provision, which has important
repercussions for the WTO as a whole, as it recognizes that "facially originneutral domestic regulation often adversely affects imported products or foreign
services/service suppliers," and attempts to delineate when this regulation is in
violation of the WIT 92
. There are two provisions of the GATT that
demonstrate the importance and meaning of National Treatment within the
WTO. The first of these is GATT Article III, which governs "internal taxes and
other internal charges, and laws, regulations, and requirements affecting the
87

88
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internal sale, offering for sale, purchase, transportation, distribution or use of
products . . . ."' There are a number of forms that protectionism can take under

Article III, which can include regulatory restrictions."4 Another useful lens
through which to examine the State Secrets Law is GATT Article XX, which
governs exceptions to being bound by the WTO, but also contains language on
nondiscrimination, specifying that "such measures [must] not [be] applied in a
manner which would constitute a means of arbitrary or unjustifiable
discrimination between countries where the same conditions prevail, or a
disguised restriction on international trade.""
At its most basic, the National Treatment principle is that the WTO
"impos[es] essentially one obligation on all trading partners: any time a domestic
policy impacts trade, it must be exercised in a non-discriminatory manner, that
is, it must address all products affected in an origin-neutral manner." 6 The
scholarly and "popular" view of the WTO National Treatment provision is that
it substantively examines the regulation at stake and then looks to whether it is
consistent with WTO values." While the WTO case law on the matter can
provide some guidance, scholars have criticized current decisions as being
"intransparent and inconsistent."" However, it is still useful. First, it establishes
the "broad and fundamental purpose of Article III" as the avoidance of
"protectionism in the application of internal tax and regulatory measures," in
particular as applied to products." While the State Secrets Law does not seem to
directly implicate products, it does have an impact on the ability of foreign
companies to trade with or compete with the Central SOEs, and as such should
be held to apply here. Second, the purposes of the law at issue are extremely
important, "objectively manifested in the design, architecture and structure of
the measure."' 0 0 Again, while the State Secrets Law may appear on its face to fail
to meet this requirement, an examination of the measure's application and
implementation demonstrates, first, that it lacks in its design basic transparency
93
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94
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that would help solve any WTO problems, and, second, that it has been used in
a retaliatory way, making an objective view of both the design and structure
difficult. The "general principle" set out in Article 111:1 is intended to inform the
rest of the interpretation of the National Treatment principle.'o' While National
Treatment can be excused should the regulation in question be held necessaryin this case, that it is required to protect state security-the State Secret Law
does not meet this bar.102 Finally, even if the National Treatment principle as
found in GATT is held not to apply, the theory underlying this ideal provides an
important basis for understanding how the WTO should operate in China as a
whole.
The Accession Documents, which require treatment that is "no less
favourable than that accorded to other individuals and enterprises," lend support
to this view of the GATT National Treatment principles when applied to
China.'0 3 This provision applies to both "the procurement of inputs and goods
and services necessary for production and the conditions under which the goods
are produced, marketed or sold, in the domestic market and for export," as well
as "the prices and availability of goods and services supplied by national and
sub-national authorities and public or state enterprises, in areas including
transportation, energy, basic telecommunications, other utilities and factors of
production."'0 In one of its binding paragraphs, the Working Party Report also
states that, "China would provide the same treatment to Chinese enterprises,
including foreign-funded enterprises, and foreign enterprises and individuals in
China," part of a section discussing National Treatment.'os Because of the clear
language in the Accession Documents, it becomes apparent that the National
Treatment provisions apply even should the WTO decision makers find that the
connection to goods and the GATT for the Central SOEs is too attenuated. The
Accession Documents have been interpreted by scholars as requiring "China to
accord national treatment to foreign individuals and enterprises with respect to
their investment and business activities in China," covering anything related to
the production of various goods."

101 See World Trade Organization, Report of the Appellate Body, European Communities - Measures
Affecting Asbestos and Asbestos-ContainingProducts193, WTO Doc No WT/DS135/AB/R (Mar 12,
2001).

103
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The way that the State Secrets Law has been applied violates both of these
principles. The case of Xue Feng serves as an excellent example. The database
that Xue Feng purchased was readily available, and had been used for an
extended period of time. However, for reasons that remain unclear even to his
lawyers, the database-which, even if it is not itself considered a good, contains
information on the ability to access other goods in China-was made
unavailable. This demonstrates that it is possible for the Central SOEs (and, by
extension, the central government, given the close between the SOEs and the
government and the control that the government exercises over the SOEs) to
use the Law to both protect their goods against international competition,
regardless of the national security interest, and also support one country or
policy over another based on ambiguous political or economic concerns. This
makes the State Secrets Law a clear violation of China's obligations with regards
to National Treatment.
B. Transparency
There are strong requirements for transparency in both the GATT and the
Accession Documents, and they provide perhaps the strongest challenge to the
State Secrets Law. GATT Article X requires generally that "laws, regulations,
judicial decisions and administrative rulings of general application" must be
"published" and clear.10 ' This principle, which has evolved over time, is now
viewed as central to the WTO. 0 s While transparency originally only required the
"publication and administration of trade regulations," it has been expanded
through successive rounds of negotiations to generally include the "publication
of laws and regulations and the mode of administration in tradable services." 09
This mimics the American approach towards administrative law that is
promoted in the Federal Administrative Procedure Act (APA), which contains
guidance on when and how administrative agencies can promulgate their
regulations." 0 Features of this system include
greater use of independent regulatory agencies, often with quasi-judicial as well as
quasi-legislative and executive/administrative functions; greater emphasis on
notice-and-comment for administrative rules and on freedom of information
107

See GATT, Arts X(1), X(2).

108

See Padideh Ala'i, Fmm the Peniphey to the Center? The Evoling IVTO jurprudenceon Transpany and
Good Governance, 11 J Intl Econ L 779, 781 (2008).
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123 (Routledge 2002).
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laws; and a greater reliance on judicial review of the rulemaking activity (as well as
quasi-judicial actions) of administrative agencies or departments."'
It has also been suggested that the GATT transparency provision extends
beyond the requirement of basic APA procedures and into, for example, the
permissibility of labor unions in foreign-owned companies.112 The fact that
transparency requirements are implicit in a number of other provisions
strengthens this contention." Transparency provisions are seen as so central to
the functioning of various international obligations that they have been used in a
wide variety of international contexts.114 Because the transparency requirement is
so fundamental-and China's administrative infrastructure required so much
development-a weak stand on transparency could seriously damage the
functioning and integrity of the WTO. 15
WTO case law has continued to develop a strong conception of
transparency that underscores the importance of Article X, even in situations
where a decision was not reached on those grounds."' This is especially
important given the imprecise definition of transparency that is laid out in
GATT."' For example, the Appellate Panel has stressed the importance of
"promoting full disclosure of governmental acts affecting Members and private
persons and enterprises, whether of domestic or foreign nationality."" 8 This
strengthens the slightly ambiguous language in GATT, and demonstrates the
intent of the Appellate Body to broadly apply the transparency provision.
China's Accession Protocol also contains language on transparency."
Article 1:2(C) states that laws affecting goods shall be announced in an
appropriate journal "before such measures are implemented or enforced" and
then published. The transparency commitment here is more distinct and specific
than in the basic WTO documents, including GATT, and has been viewed as a
"quite comprehensive rule of law requirement."1 20 Possible problems with the
uM
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112

See Potter, 167 The China

113
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transparency of the trading system in China were highlighted repeatedly in the
negotiation process. The Working Party Report contains a section dedicated to
transparency, most specifically in the publication of rules and regulations, going
so far as to list the journals in which China plans to publish new regulations.121
Further, the Working Party Report confirms that the application of transparency
requirements to the operations of Central SOEs was a major concern of the
negotiation process. It contains discussions of transparency specifically related to
the "state trading entities" (which include the Central SOEs), linked closely to
concerns expressed about the autonomy of the SOEs.122
While the regulation at stake here was published before it was
implemented, the lack of information provided as to when the State Secrets Law
would be applied clearly violates the spirit of the transparency requirements,
which push for an open and honest process of governmental regulations.
Because the State Secrets Law is so opaque, allowing a wide range of dealings
with the Central SOEs to be considered a state secret despite supposed
restrictions, a serious lack of transparency with important implications for
business interests ensues.12 3 Foreign businesses and their employees are unlikely
to predict what they can do to avoid running afoul of the State Secrets Law, and
what organizations they have to deal with to fully comply. Thus, the new law
violates the transparency regulations under the WTO.
C. Judicial Review
Judicial review is another important concept whose provisions appear
within the WTO transparency regime. The implementation of the State Secrets
Law violates this basic concept. GATTr requires parties to administer laws in a
"uniform, impartial and reasonable manner," and institute or maintain "judicial,
arbitral or administrative tribunals."1 24 This provision was designed to give
potentially impacted parties "a reasonable opportunity to acquire authentic
information about such measures and accordingly to protect and adjust their
activities or alternatively seek modification of such measures."l25

121 See Working Party Report $$ 324-36 (cited in note 3) (noting that binding obligations under
342 include
331-34, 336).
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The Accession Protocol contains more detailed language directly
addressing judicial review. China is required to have "tribunals, contact points
and procedures for the prompt review of all administrative actions relating to the
implementation of laws, regulations, judicial decisions and administrative rulings
of general application," with an opportunity for appeal and review. 1 26 judicial
review must also be undertaken by a tribunal "independent of the administrative
actions," though there is an exception should this conflict with the
"constitutional structure" or nature of the legal system. 2 7 The Working Party
Report echoed some of these concerns, again taking particular note of
administrative concerns.12 The Working Party Report then confirmed that
review would be available for obligations under GATT (and related WTO
agreements, such as GATS and TRIPS), and reiterated the promise to make
"relevant domestic laws and regulations" consistent with WTO requirements.12 9
The State Secrets Law fails to live up to effective judicial review. While
there are no doubt a number of factors under which effective judicial review can
be evaluated, there are three minimal factors which should be required: "a
capable judicial system (including courts and judges with competence and
integrity), the reviewing power delegated by law, and true judicial
independence."" 0 China's judiciary as a whole is heavily influenced by the
"ubiquitous" control of the Chinese Communist Party (CCP), and so acts as a
policy-arm of the central government as opposed to an independent decision
maker, especially in matters as sensitive and political as state secrets
prosecutions, which makes independent evaluation of the claims nearly
impossible."' The judiciary is also believed as a whole to be incompetent and
corrupt, despite attempts in recent years to improve its quality.132
While there is some dispute as to whether or not the WTO actually
requires a "fair and well-functioning legal system," even critics of this concept
recognize that GATT and related agreements still require a legal process that
meets the test of "fairness and compliance." 3 In addition to broader problems
with the judiciary-of which there are many-the State Secrets Law presents
unique problems. Of ordinary administrative law proceedings, which are
126
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presumably less sensitive than those involving the State Secrets Law, only an
extremely small amount are accepted by courts before they are withdrawn.' 34 Of
those, even fewer deal directly with business, whose management may be fearful
of retaliation by the Chinese government-again, a factor likely to be felt even
more strongly when potential state secrets are at stake."' Trials for violations of
the State Secrets Law follow an extremely opaque process, especially given the
lack of transparency in determining what constitutes a state secret.
This is exacerbated by the fact that defendants in state secrets trials have
extremely few due process rights to begin with; those that are given are often
significantly violated, as they were for Xue Feng."' Experts believe that a state
secrets charge arising in the trade context-"against a foreign individual in a
business context"-would likely involve several ambiguities, with a trial that is
either completely secret or closed, as it was for Xue Feng.17 While China has
taken remedial measures to live up to its WTO commitments in this general
area, those measures are unlikely to solve the underlying problems with the state
secrets law and its availability of judicial review, or lack thereof.'38 Because of
easily available potential solutions to the judicial review process-such as having
a more transparent implementation process, or putting in place basic protections
for foreign nationals (at a minimum, informing them of the charges they are
facing)-that would not compromise their rights to security and that could be
implemented, the current state of judicial review as applied to the State Secrets
Law should be enough to strike it down.
D. State-Trading Enterprises
The WTO includes specific remedies related to STEs. The Central SOEs
fall into this category of government businesses. Under GATT Article XVII,
state enterprises that are granted "formally or in effect, exclusive or special
privileges" shall "act in a manner consistent with the general principle of nondiscriminatory treatment." At its most basic, this is designed to prevent the
"exclusivity that allows non-competitive behavior" through "creating general
impediments towards trade" or by "creating discrimination between
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suppliers."l 39 However, it is not enough that the actions of the STEs are
undertaken following "commercial considerations," which the WTO Appellate
Panel has disclaimed the ability to evaluate properly; instead, the WTO must
inquire into the impact on the market"'4 STEs still may not make "purchases or
sales on the basis of non-commercial considerations."1 41 While the State Secrets
Law does not directly govern goods, making it unclear whether or not GATT
Article XVII would apply, the article does cover "governmental . .. entities with
exclusive or special rights or privileges, and with influence over the amount or
pattern of exports and imports through purchase and sale transactions." 142 As
Article XVII was implemented because "contracting parties recognize that [state
trading] enterprises .

.

. might be operated so as to create serious obstacles to

trade," the links that the Central SOEs do have to the sale and purchase of
goods might be enough for this provision to apply in some contexts in which
state secrets arise.143
China also agreed to more detailed provisions governing STEs during its
accession to the WTO. The Accession Protocol contains language on the price
and purchasing decisions of STEs, which seems like a relatively minimal
commitment on the part of China, directing the central government to "refrain
from taking any measure to influence or direct state trading enterprises" with
regards to these decisions.'" Greater promises were made in the Working Party
Report. China argued that "the [SOEs] basically operated in accordance with the
market economy" and as part of a "modern enterprise system," claiming that it
was "furthering its reform of [SOEs]."' 4 5 In addition, China said that it was
aware of the "increasing need and desirability of competing with private
enterprises in the market," requiring that decisions by SOEs "had to be based on
commercial considerations as provided in the WTO Agreement."'" Any
examination of the Central SOEs and State Secrets Law should be undertaken
139
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with these claims in mind. China also made a binding obligation mirroring the
promises found in GATT Article XVII, but containing slightly more detailed
language on the importance of "commercial considerations" and the
government's removal from commercial considerations.147 This combination of
the promises made in the Accession Documents and GATI' has been
interpreted to require that China's Central SOEs "shall respect nondiscriminatory treatment and take into account commercial considerations." 48
The State Secrets Law violates the Accession Document provisions as well
as the spirit of the GATT requirements, and the changes made in the Revised
Law do not solve the problems with the law and its implementation. It allows
the Central SOEs to be run essentially as an arm of the government, as the
ability to make security designations is an inherently governmental power.
Further, this power creates barriers to trade that are unique to the Central SOEs.
The uncertainty introduced by requiring them to take these steps means that
there is a high risk that foreign firms will avoid seeking out certain information
or opportunities. It does this through "potentially criminalizing the gathering of
ordinary business information" related to the Central SOEs.149 This risk is
evident in the case of Xue Feng; while he was prosecuted under the 1989 Law,
the Revised Law has not substantively changed the transparency and control
issues in such a way that would have prevented him from being found guilty.
The Rio Tinto case, in which a state secrets charge was then reduced to a
commercial secrets prosecution, also provides some guidance. Though the
defendants in Rio Tinto may have been guilty as charged, many commentators
believe that their prosecutions were undertaken in retaliation for the failure of
certain steel negotiations.s 0 Unless the Revised Law were to remove this power
from the Central SOEs, the State Secrets Law will continue to violate China's
obligations regarding STEs.
E. Uniform Administration of Laws
The GATT articles do not specifically address the uniform administration
of the laws. However, like judicial review, this concept is folded into the
transparency requirements, reading that each party "shall administer in a
uniform, impartial and reasonable manner all its laws, regulations decisions and

147
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rulings.".' For the purposes of GATT, a member could have as the "measure at
issue" 'any act or omission' attributable to another Member," as long as the
complaint is specific enough under Article 6.2 of the Dispute Settlement
Understanding of the WTO (DSU).15 2 This does not "necessarily" have to be the
manner of administration, though that is the problem in this case."' It is
possible to challenge a "system as a whole or overall," as long as WTO pleading
requirements are met, and so the lack of the uniform administration of the State
Secrets Law would enter the WTO dispute resolution process. '" It is also
possible to challenge the administration of a system.1s' Therefore, this GATT
provision can be used to challenge the State Secrets Law.
The uniform administration of laws is discussed in greater detail in the
Accession Documents, where it is enough of a matter of concern in the Chinese
context that it is given its own section. Under the Accession Protocol, China is
required to,
apply and administer in a uniform, impartial and reasonable manner all its
laws, regulations, and other measures of the central government, as well as
local regulations, rules and other measures . . . pertaining to or affecting

trade in goods, services, trade-related aspects of intellectual property rights
("TRIPS") or the control of foreign exchange. 56
This provision has extremely broad reach, and has even been read to apply to
the criminal law.' 57
The State Secrets Law-even in its revised format-still leaves doubt as to
whether it will be applied in a uniform manner, and fails to "entirely eliminate
the element of doubt" for those dealing with potentially sensitive information. 1 8
This is especially evident given the way that the regulations on state or
commercial secrets have been applied in the past. One of the most troubling
aspects of this is the willingness that Chinese authorities have demonstrated in
taking legal actions that are widely believed to be retaliatory, using unclear
laws-like the State Secrets Law-and the power of the Central SOEs following
foreign actions that the authorities disagreed with, a tactic that has been used in
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a variety of contexts, such as the Rio Tinto prosecutions.' The baffling nature
of the Xue Feng case-he purchased a database containing ordinary and easily
available information, and was not arrested until after the database was already in
the US-also lends evidence to the arbitrary application of the law.'" This fits
into broader problems with the legal system in China, where the US business
community named "inconsistent interpretation and implementation of laws" as
their top business concern in a 2010 survey by the American Chamber of
Commerce."' The "inconsistent legal treatment" and the "selective enforcement
of laws and regulations" have also been named as serious concerns in the
American and European business communities. 6 2 This factor becomes far more
dangerous given the ambiguous and opaque nature of the State Secrets Law.
V. THE STATE SECRETS LAW IS NOT PERMISSIBLE UNDER THE
WTO EXCEPTIONS
A. The State Secrets Law Should Not Be Allowed Under the
Security Exception
The WTO provides for several exceptions to GATT and other binding
agreements that China will most likely try to use. The strongest argument that
China can make involves the security exception, which is found in two different
places in GATT. Article X permits parties (in this case, the Central SOEs) to
avoid the disclosure of "confidential information which would impede law
enforcement or otherwise be contrary to the public interest or would prejudice
the legitimate commercial interests of particular enterprises, public or private."' 63
Article XXI also provides a security exception, stating that GATT shall not be
"construed ... to require any contracting party to furnish any information the
disclosure of which it considers contrary to its essential security interests," which
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could be read to forbid the disclosure of or greater methodology with respect to
the State Secrets Law.M
The Accession Documents also contain a national security exception. The
Accession Protocol exempts from its procedural requirements in the
transparency discussion "laws, regulations or other measures involving national
security . . . and other measures the publication of which would impede law

enforcement." 6 The Working Party Report also contains language recognizing
the need to take into account security concerns, though these provisions are not
binding under 342.166
The WTO security exceptions have not been widely applied, leaving little
guidance as to their scope. This is in part due to the fact that some countries, as
China is likely to do, have argued that both the original negotiation documents
of GATT and Article XXI's early application suggest that the security exception
should be read to not only provide a defense to WTO cases, but to preclude
review of the issue altogether.'16 This is the argument that the US put forward
when challenged by the European Communities (EC) on the Helms-Burton Act,
an attempt to strengthen the US embargo against Cuba.'6 8 However, the US and
the EC reached an agreement before the panel considered the issue, and
therefore no decision was reached on the matter.'16 A similar argument was put
forward in Nicaragua-Measures affecting imports from Honduras and Columbia;
however, despite the WTO's decision that a panel could be established, it was
never constituted.' Even in situations where the defense has been invoked, it
has failed to prevent a resolution of the issue, as other measures, such as
diplomacy or settlement, have been used."'
Despite the lack of clear WTO precedent on the issue, there are compelling
arguments that the invocation of a security exception should not preclude review
altogether. First, other international tribunals-the European Court of Justice,
the European Court of Human Rights, and the International Court of Justice164 GATT, Art XXI(a).
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have all ruled on security issues, implying that it is appropriate for them to be
considered by international courts. 172 Second, making the security exception selfjudging would remove the force of having the exception at all, since "a selfjudging obligation is not an obligation at all," and so preclusion of security
review entirely would remove the force of GATT.'73 Third, while parties may
claim that this kind of question is political and so outside of the scope of trade
law, this is not sufficient to avoid jurisdiction. There are significant trade
interests implicated, and the DSU explicitly covers situations with potential
political implications.17 4 The DSU is not subject to a security exception."
Therefore, this issue should be reviewable regardless of the possible use of the
security exception. 7 1
There may also be an argument to be made that the serious human rights
concerns that are implicated in the way that a state secrets prosecution
proceeds-especially as applied in the case of foreign citizens-should color the
application of the national security exception, given the international norms at
stake. However, while this should make the international community more leery
of allowing a security exception, it should not be determinative in this case.177
After this threshold inquiry has been met, and the question deemed
reviewable, the security exception would not be appropriately invoked. GATT
requires that national security should be protected using the least restrictive
means possible in order to avoid an application that is overly broad or applied
too frequently.'7 ' At the very least, this involves a claim that is made in "good
faith" and proportional to the threat that the country at issue is hoping to
avoid."'7 Similar analysis can be applied to Article X(1), which also requires a
"necessity test" to be applied when scrutinizing domestic legislation.180 Under
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this standard, a key question is whether there is another option-if the State
Secrets Law can be revised in such a way that it would no longer provide a
barrier to international trade, while providing substantially the same protections
to the security concerns China has, it should not be upheld in its current form.
B. The State Secrets Law Can Be Rewritten to Protect Both
China's Interests and Business Operating in China
There are a number of ways in which the State Secrets Law, in combination
with the regulations applied to the Central SOEs, could be rewritten to balance
the protection of China's essential security interests and the ability of business to
operate freely. There are two ways to resolve the problems with the law. The
first addresses the administrative validity of the law and related regulations
themselves. The second addresses the application of the law as a whole, and the
need to avoid the due process and other concerns that add to the uncertainty
and political use of the State Secrets Law.
1. China could improve the administrative validity of the State
Secrets Law
China could resolve many conflicts between the State Secrets Law and the
WTO, particularly transparency and national treatment, through following
appropriate administrative procedures for its application to the Central SOEs.
First, China could follow a formal notice-and-comment procedure, for the
implementation of guidelines related to state secrets for the Central SOEs that
are clearer than the Interim Rules, as required in administrative actions in the US
and under the GATT articles and as China has done in other administrative
actions. A stronger definition of what constitutes a state secret in the context
of information likely to be dealt with by the Central SOEs would greatly reduce
uncertainty, and decrease the ability of the central government to participate in
arbitrary prosecutions. This would also bring the law into line with the
transparency requirements in GATT and the Accession Documents. Second,
China could provide administration of the State Secrets Law through a central
body instead of at the level of the Central SOEs themselves, as permitted under
the Interim Rules. This would reduce the chance of any improprieties, a factor
that the Chinese government recognized as a problem and part of the driving
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force behind some of the revisions regarding local action made to the State
Secrets Law.' 82 It may also reduce the ability of the law to be applied in a
retaliatory manner because it will build in greater accountability by making it
clear where the decision is made. While these changes may require some serious
structural work, the Central SOEs are already undergoing significant reform.
Further, any changes that strengthen China's commitment to transparency and
international trading norms would benefit the country overall.
2. China could improve the implementation of the State Secrets Law
The way that China's judiciary has approached cases under the State
Secrets Law is another area that could be greatly improved. While this would
increase China's WTO compliance as a whole, it would have a particular effect
on transparency, the uniform application of the law and, somewhat selfevidently, the judiciary. The means through which courts in other nations have
dealt with secret information can provide a guide to the ways in which China can
edit its law to lead to a more transparent and fair application in courts. This
would reduce significantly the dangers of basic rights violations in a state secrets
prosecution, though the nature of the material means that no trial is likely to be
completely transparent. China has demonstrated a willingness to use foreign law
as a guide in the evolution of its legal system.'
For instance, American law features a state secret privilege that the
government can invoke when matters of national security are at stake.'" Also
known as the national security privilege, this is "a privilege that the government
may invoke against the discovery of material that, if divulged, could compromise
national security," with consequences ranging from denial of evidence to
dismissal of the case.'"' However, unlike the Chinese law, there are a number of
due process protections built into the application of this privilege in cases where
there is a possibility of abuse, including a requirement for a formal claim by the
relevant department head-not a local official-and the possibility of in camera
review of the relevant evidence.18' Further, the non-governmental party can
overcome the privilege if they demonstrate important enough "countervailing
182
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considerations." 87 The US also has legislation addressing the use of secret
government information in prosecutions, such as the Classified Information
Procedures Act.'"8 While the US law dealing with these issues is far from perfect,
it provides one approach to the state security privilege, and China can also look
to the functioning of other sound legal systems featuring varying levels of
government deference.' Regardless, this example stands in stark contrast to the
many procedural abuses that faced Xue Feng. China, by strengthening the
protections available under its legal system and the due process accorded to
suspects, could greatly improve the State Secrets Law in such a way that would
bring it in line with WTO requirements and international norms.
VI. CONCLUSION
China's State Secrets Law violates both the spirit and the letter of China's
WTO obligations. The law, which can and has been applied in an inconsistent
and ad hoc manner, plays directly into concerns discussed during China's
accession on the privileged position of the SOEs and the functioning of China's
legal and security system as a whole. Permitting this regulation to stand without
challenge would undermine some of the most important and long-standing
tenants of the WTO, in particular as related to transparency and national
treatment.
There is also a humari cost to allowing the regulation as it stands. One
man-Xue Feng-has already lost several years of his life and has been
subjected to torture because he purchased what he fairly believed was a
publically available database. The cost of doing business in China should not
extend to unknowingly putting ordinary employees and business contacts at risk.
This is especially true when prosecutions in state secrets cases are taken not for
legitimate ends, but to protect the Central SOEs and give Chinese state business
an additional protectionist advantage. The WTO needs to take this opportunity
to stand behind the principles of free trade it has established, and take a greater
step towards implementing important international norms on the rule of law to
the member states that made their decision to benefit from the opening up of
trade that the organization permits.
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